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A Literature Review of Ethical Considerations in
Recommender Systems for User-Generated Content in
Human-Computer Interaction

SHUO NIU, Clark University, Worcester, United States
TIANYI LI, Purdue University System, West Lafayette, United States
MOHAN CHI, Purdue University System, West Lafayette, United States

The design of user-generated content (UGC) platforms poses challenges in comprehensively addressing the
ethical dimensions of recommendation algorithms and applying human-centered methods for their evaluation.
This article presents a literature review of 97 studies on UGC algorithms (UGCAlgos) that incorporate human
factors and user experience considerations to investigate the ethical issues explored in human-computer
interaction (HCI) research. Our review identifies key themes in the ethical considerations surrounding UGCAI-
gos and the user modeling methods employed. We examine how common ethical concerns in recommender
systems, such as content appropriateness, privacy, user engagement, transparency, fairness, and diversity,
are studied and contextualized within UGC platforms. Furthermore, we summarize how these concerns are
addressed through user modeling approaches, including data characterization, user context, user outsmarting,
interface design, user beliefs, and community and societal impacts.
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1 Introduction

Algorithmic recommendations have become central to social media platforms, enabling the
prediction of user interests and the identification of relevant content from large volumes of
User-Generated Content (UGC). Platforms such as X (formerly known as Twitter), Facebook,
YouTube, Reddit, and TikTok have intensified their reliance on algorithms for personalization. These
UGC platforms predominantly feature non-professional content and support the formation of cre-
ator—follower communities [103]. In addition, many UGC platforms employ moderation algorithms
to govern the creation of content. The quality of recommendation and moderation algorithms
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for UGC extends beyond accuracy—these systems influence users socially and emotionally, shape
community dynamics, and affect relationships between users and platform governance teams.

While ethical frameworks have been proposed to evaluate Recommender Systems (RecSys)
[120], limited attention has been paid to how the unique context of UGC shapes prevailing ethical
considerations. Traditional RecSys evaluations have largely focused on data-centric or algorithm-
centric metrics such as accuracy, utility, novelty, and coverage [63, 121]. In UGC recommendation
systems, evaluation criteria often center on individual users’ perceptions of accuracy [146]. Ethical
issues in RecSys research are frequently examined through algorithmic or Al-centric lenses [36, 137],
with some studies addressing particular categories of concerns [37] or focusing on specific media
types [38]. As a result, there remains a lack of human-centered understanding of how ethical
concerns shape diverse aspects of user interaction with UGC algorithms (UGCAIlgos) and extend
beyond content consumers to include content creators, platform governance structures, and broader
societal implications.

In addition to framing the ethical considerations of UGCAlgos, current methods for evaluating
user experience in UGC recommendation systems are primarily categorized as offline analytics,
user studies, and online experiments [48, 121, 146]. However, there remains limited understanding
of which human-centered methods have been employed to address various ethical considerations
in UGCAlgos.

In this literature review, we adopt a Human-Computer Interaction (HCI) perspective to
examine existing HCI research on UGC recommendation systems. Drawing on standard definitions
of RecSys [14, 92], we define UGCAlgos as “algorithmic systems that attempt to recommend or
moderate UGC by associating information about users’ preferences, knowledge about the content, and
social information.” We conduct a descriptive analysis of 97 papers published in HCI venues that
pertain to UGCAlgos [107]. Our goal is to summarize how ethical concerns are uniquely shaped
within the UGC ecosystem, while also identifying common HCI techniques for modeling user
behavior to address ethical challenges. Specifically, we address the following two research questions:

—RQ1: How does the HCI literature describe the ethical challenges of RecSys for UGC, and
what evaluation criteria should be considered to mitigate these ethical concerns?

—RQ2: How does the HCI literature model users’ preferences for more ethical RecSys for UGC,
and how do these user modeling techniques address different ethical concerns?

We ground our review in the framework proposed by Milano et al. [100], which outlines ethical
challenges related to content, privacy, autonomy and personal identity, opacity, fairness, and social
effects in RecSys (see Table 1, left). This framework offers a foundational understanding of common
ethical challenges in RecSys. In this review, we contextualize it for UGC platforms by examining
how HCI studies address UGCAlgo ethics (see Table 1 for our definitions). We also identify common
human-centered methods used to understand and address these concerns (Table 2). This review
contributes by identifying six major themes through which the ethical considerations of UGCAlgos
are examined in HCI research: (1) mitigating inappropriate UGC through understanding human
behavior, (2) protecting user privacy in interface design, (3) capturing true user interest and
enhancing healthy engagement, (4) providing transparency beyond explaining recommendation
algorithms, (5) ensuring fairness in visibility, moderation, and user interaction, and (6) incorporating
diversity evaluation metrics, social-based strategies, and interactive diversification.

2 Background
2.1 User-Generated Content and Algorithmic Curation

UGC refers to information or media voluntarily contributed by individuals for public use [78]. Naab
et al. identified three key criteria that define UGC: (1) it involves substantial individual contributions,
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Table 1. The Ethical Consideration Subthemes in the Second Column are Defined by Milano’s Framework
[100], while Those in the Third Column are Reinterpreted in this Review to Reflect the Specific Context of

UGCAIgos
Definition in Milano’s Framework [100] Definition in the UGC Context
Inappropriate content in [100] refers to In this review, Adversarial Content Dynamics
recommending content that conflicts with users’ | refers to studies that investigate the dynamics of
ethical or cultural values, violate privacy, or inappropriate content production and its associated
expose users to biased, harmful, or manipulative | internet subculture communities, their impacts on
material. users, and the evolving implications for platform

moderation policies.

Privacy in [100] is defined as the protection of | In this review, Privacy Configuration refers to
users from unauthorized data collection, storage, | studies that evaluate how user requirements for
inference, and profiling without informed privacy settings impact user interactions and RS
consent. interface design.

Autonomy and Personal Identity in [100] refers to | In this review, Interest Modeling and User

the ethical challenge where these systems can | Reflection encompasses studies using various sources
encroach on users’ autonomy by nudging them | and design techniques that enable UGCAlgos to more
in specific directions, attempting to “addict” them | accurately capture users’ genuine interests while

to certain types of content. mitigating the effects of filter bubbles. It also includes
approaches that prompt users to reflect on their
engagement with UGC.

Opacity in [100] concerns improving In this review, Transparency Structure encompasses

transparency in how users are classified and transparency needs across UGCAlgos, including

modeled to mitigate algorithmic bias. consumers’ demand for governance-related

explanations of recommendations, fair mechanisms for
creators to contest algorithmic decisions, and
transparent controls that grant agency over both
content delivery and reception.

Fairness [100] is defined as the effort to prevent |In this review, Socio-Algorithmic Fairness evaluates

algorithmic outcomes from reproducing or UGCAIlgos in terms of the representation of diverse
reinforcing social biases, either by mitigating creator groups, the equitable allocation of platform
disparities between user groups or by balancing | resources, the fairness of governance in moderating
competing user interests. UGC, and the extent to which consumers have

effective control over algorithmic outcomes.

The Social Effects in [100] refers to preventing | In this review, Diversification encompasses studies
RecSys from reinforcing social biases or enabling | that evaluate the breadth of recommendations through
manipulation, by promoting diversity, reducing | algorithmic diversification, incorporate social
informational segregation, and balancing dynamics to enhance diversity, and explore interactive
individual preferences with democratic values. | approaches to support content discovery.

emphasizing the personal nature of the content; (2) it must be publicly accessible; and (3) it is
created outside professional contexts and practices [103]. UGC plays a vital role in self-expression
and engagement, encompassing a variety of formats such as videos, text, audio, images, blogs, and
networking information [102]. Social media platforms have empowered non-professionals to create
and share content, significantly increasing the volume of online content. These platforms foster
unique cultures shaped by user interactions and contributions. UGC enables individuals to express
personal opinions, share diverse perspectives, and distribute decentralized content, which forms
dynamic and evolving repository of information and creativity [117].

Algorithms have fundamentally transformed the landscape of UGC platforms [91]. Leading
platforms such as Facebook [11, 46, 47], X/Twitter [10, 19, 60], YouTube [34, 138, 142], and TikTok
[73, 83, 133] have developed curation algorithms that sort, filter, and disseminate content feeds. These
algorithms are designed to detect emerging trends on social media and recommend content, that is,
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Table 2. Subthemes of User Modeling Methods Synthesized from HCI Research on RecSys, Identified, and
Defined Through Thematic Analysis of the Reviewed Papers

Subtheme Definition
User and Content Analyze UGC based on content attributes such as topic, hashtags,
Characterization and modality, along with metadata attributes like views, likes,

posting location, and time; or characterize user profiles using
account attributes and interaction behaviors.

Contextual Impact
on Consumers

Investigate how UGC recommendations impact individual intentions,
emotions, and feelings.

Creators’ and
Consumers’ Folk

Assess creators’ informal beliefs about platform governance and
consumers’ informal understandings of UGCAlgo mechanisms and

Thoery quality.

Creator Algorithm Examine the strategies creators use to counteract, circumvent, or
and Policy Outsmart | outsmart UGCAlgos and governance policies.
Recommendation Develop novel interfaces and visualizations that contrast with
Visualization and traditional ranking-based recommendations.

Control

Evaluate the socio-cultural, socio-economic, and socio-technical
impacts of UGCAlgos, or study how they affect or should be
designed to support underrepresented and vulnerable groups.

Community and
Societal Impact

personally relevant and engaging [117]. They also provide suggestions for friends or professional
connections [61, 65, 141].

This environment has fostered grassroots communities of content creators who can rapidly
gain visibility and influence by reaching relevant users [90, 139]. UGCAlgos must accommodate
non-professional content production, filter inappropriate posts [32], and address broader social
and community implications [71]. To sustain a safe and positive space, algorithmic content moder-
ation has become a central mechanism of platform governance [57]. As a consequence, creators
increasingly seek to understand and adapt to algorithmic logic, while consumers desire more
control over how content is curated and presented [3]. Unlike traditional RecSys that recommend
single-category data, UGCAlgos must navigate complex social and community dynamics. However,
despite their significant influence, few reviews examine how human-centered research defines
the responsibilities and ethical implications of UGCAIlgos, including their individual and societal
impacts and the development of user-centered evaluation criteria.

2.2 Recommendation Algorithms and Evaluation

Recommendation systems are typically defined as programs that suggest suitable items (products
or services) to users by predicting their interests based on information about the items, the users,
and their social interactions [14, 92, 108]. Moderation algorithms are designed to block or flag
UGC based on predictive techniques, thereby producing a governance outcome [57]. These systems
utilize various algorithmic and Al methods [67]. Content-based, collaborative filtering, and hybrid
approaches have been widely adopted in the development of recommendation algorithms [108].
Research has emphasized that the evaluation of RecSys should extend beyond accuracy-based
metrics [48]. Common evaluation methods include offline analytics, laboratory-based user studies,
and real-world online testing [48]. Kuanr and Mohapatra reviewed both data-centric metrics (e.g., ac-
curacy, MAE, and coverage) and user-centric evaluation approaches [79]. User-focused frameworks,
such as ResQue, highlight dimensions like novelty, diversity, explanation, and transparency [110].
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Silveira et al’s framework emphasizes utility, unexpectedness, and serendipity [121]. Additional
models, including those by Olmo and Gaudioso [63] and Zangerle and Bauer’s FEVR framework
[146], underscore the importance of evaluating filtering processes, item presentation, and broader
evaluation principles.

The aforementioned evaluation methods of RecSys focus on metrics and user satisfaction; how-
ever, macro-level evaluations of UGC recommendation systems must also consider their emotional,
ethical, social, and economic impacts [132]. While human-centered research has highlighted so-
ciotechnical impacts, there is limited synthesis of how HCI studies tackle ethical challenges at
individual, community, and societal levels, which is essential for designing ethically sound UGC
recommendation algorithms.

2.3 The Ethical Challenges of RecSys for User-Generated Content

Algorithms for recommending and moderating UGC present numerous ethical challenges for
individuals and communities [21, 76]. Milano et al. identified six primary areas of ethical concern:
inappropriate content, privacy violations, autonomy and personal identity, opacity, fairness, and
social effects [100]. Although this categorization outlines the overarching ethical challenges of
RecSys, these challenges pose unique implications for UGC creators and users, requiring additional
considerations in the design of UGCalgos. For instance, the fairness concern highlighted in [100]
primarily addresses issues such as unfair collaborative filtering or biases in representing user
interests. However, fairness in the context of UGCalgos encompasses broader issues, including
whether content creators receive appropriate visibility [100] and whether fair mechanisms exist for
appealing moderation decisions [130]. Similarly, the opacity discussed in pertains to how users are
modeled and whether recommendations are sufficiently explained. Beyond this, users’ expectations
for UGC recommendation systems also involve their confidence that these algorithms align with
their sense of control over the recommendation outputs [1].

Algorithm-centric research on ethical issues in RecSys has primarily focused on data modeling,
algorithm design, and user settings to address specific concerns within particular domains. Shani
and Gunawardana [120] emphasized user experience properties in RecSys and recommended
consistent data, parameters, and evaluation. In music recommendation, Deldjoo et al. [38] advocated
for enhancing data diversity and algorithmic context-awareness. Privacy-oriented research has
addressed ethical data collection and algorithmic support for user privacy settings [55, 87, 96, 150].
To improve transparency, some studies have employed natural-language summaries [7]. Fairness
remains a central issue, with methods such as excluding user reputations from ranking algorithms
proposed to reduce bias and manipulation [113, 147]. Content diversity has been improved using
techniques like knowledge graphs [6, 49].

Beyond algorithmic solutions, researchers have stressed the importance of addressing the
ethical issues of RecSys by integrating the rights of different stakeholders alongside utility metrics
[99]. Broader ethical concerns have called for human-centered and society-centered qualitative
evaluation methods [72]. Reviews of inappropriate content in RecSys emphasize the need for
interdisciplinary approaches that combine computational, social science, and ethical perspectives
while accounting for diverse stakeholder viewpoints [55, 135]. Deldjoo et al. [37] advocate
expanding fairness assessments beyond algorithmic metrics to include human judgment and
societal impact. Algorithmic solutions often overlook the multifaceted nature of ethical concerns
and their varying impacts across stakeholders on UGC platforms. This review responds to calls
for an interdisciplinary understanding of how ethical considerations affect different stakeholder
groups within the unique social context of UGC environments.

Understanding how HCI research models users’ responses to ethical challenges is essential for
developing evaluation criteria for UGCAlgos [76, 110]. This includes not only assessing perceived
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Identification of studies on recommendation or moderation algorithms
for user-generated content.

5 venues of intelligent 5 venues related to social
15 HCI conferences interfaces and impact of social media and
g recommenders algorithms
S
g J J
=
'ag v
g Papers from searching 12 algorithm- Papers removed before screening:
» related keywords using SerpAPI |- Remove articles without a title or abstract (n=3)
(n=13,187) - Remove short papers and extended abstracts (n=1,387)

v

Papers screened

Papers were excluded if they did not include at least one
—»social media-related word and at least one algorithm-

=11,797 ) .
o 797) related word in the title or abstract (n=11,343).
E’ Paper related to social media and Papers were excluded if it does not address user-generated
5 recommendation algorithms —»{content or does not discuss algorithms that curate or
g (n=454) moderate UGC (n=313).
w

v

Papers on algorithmic recommendations
for user-generated content. |
(n=141)

v

Papers included in review
(n=97)

Papers were excluded if it does not related to one of the six
ethical challenges (n=44)

Fig. 1. PRISMA diagram illustrating the steps of paper identification, screening, and inclusion.

recommendation quality but also examining how users interpret opaque algorithmic decisions
through informal “folk theories” [40, 73, 144]. Yet, there is still a lack of comprehensive insight into
the methods HCI researchers use to model users’ reactions to the ethical dimensions of UGCAlgos.

3 Methods
3.1 Paper ldentification

Guided by Naab et al.’s definition of UGC [103] and Milano’s ethical framework for RecSys [100], our
review focuses on UGCAlgo-related papers in HCI that address the six ethical dimensions identified
for general RecSys (Table 1). Through a descriptive review process—including paper searching,
screening, and classification (Figure 1 shows the overall paper search and screening steps)—we aim
to uncover patterns and gaps in the literature related to existing theories [107]. Our search specifi-
cally focuses on identifying a representative sample of HCI works that address the ethical challenges
associated with UGC recommendation and moderation algorithms, as well as the human-centered
user modeling methods used to study and address these challenges [107]. We acknowledge the exis-
tence of research on RecSys ethics in algorithm-focused and Al-focused venues such as SIGIR, TOIS,
and WWW. However, our aim is to highlight the distinct perspectives offered by HCI research within
the UGC context and to identify human-centered methodologies for addressing ethical challenges.

We selected 25 venues where papers on user experiences on social media are usually published,
sourcing from mixed places like Google Scholar' and SIGCHI website?. The details of these

Lhttps://scholar.google.es/citations?view_op=top_venues&hl=en&vq=eng_humancomputerinteraction
Zhttps://sigchi.org/conferences/upcoming/
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conferences and journals are in Appendix A. The venue search was focused on HCI venues where
papers on interactions with social media or recommendation interfaces could be published. We
selected 15 core HCI conferences (e.g., CHI, CSCW, UIST, and DIS). We also included five venues on
the themes of intelligent interfaces and recommenders (RecSys, IUI, TiiS, CHIIR, and HT) and five
venues related to social impact of social media and algorithms (COMPASS, UAIS, NMS, JHCI, and
FAccT). These venues cover HCI, social computing, social media research, and recommendation
systems, offering a representative sample for an HCI-centered understanding of UGCAlgo
research.

To compile a list of search keys, we first identified 10 sample papers that match our research
goal and examined their key words sections to identify words related to algorithmic recommenda-
tion. The resulting phrase list includes terms such as “algorithm recommendation,” “algorithmic

» « » »

recommendation,” “recommendation algorithm,” “RecSys,” “algorithmic curation,” “algorithmic
experience,” “algorithmic moderation,” “algorithm content,” “algorithmic content,” “algorithm folk
theory,” “algorithm auditing,” and “algorithm evaluation” This process resulted in a review pool of
11,797 papers. Duplicate papers were merged based on their DOI, and short papers and extended
abstracts were excluded. We did not include UGC concepts in the initial search due to the large
number of platform names that needed to be considered. The articles related to UGC were filtered

using a word embedding search, as described below.

»

3.2 Paper Screening

Given the vast number of returned papers about algorithms, we adopted a two-stage filtering
process—first using a computer program for coarse filtering, followed by manual annotation and
discussion—to identify papers that are closely relevant to the study of ethical challenges and user
modeling on UGC platforms.

3.2.1 Programmatic Screening. In the programmatic filtering stage, we used a script to check
whether the title or abstract contained at least one social media and one algorithm-related keyword.
Text was lowercased, tokenized, and stemmed for accurate matching. Social media keywords were
drawn from platform names listed on Wikipedia® and a set of common social media terms. This
Wikipedia list includes platforms with a minimum of 100 million active users, such as “Facebook,”
“YouTube,” “WhatsApp,” “Instagram,” “TikTok,” “Messenger,” and many others (see Figure 2 Right
for the article distribution). General social media terms include “UGC;” “social media,” “streaming,’
“blog,” “podcast, “forum,” “networking,” and “video sharing.” Moreover, the algorithm-related
keywords used to filter the articles are “algorithm,” “recommend,” “curation,” and “moderation”
These algorithmic terms were selected to ensure that the articles discuss algorithmic processes.
After this filtering process, we reduced the article pool to 454. It is worth noting that some social
media platforms do not exclusively feature UGC (e.g., Messenger), while others combine public and
private content (e.g., WeChat). Nevertheless, we included such platforms in the coarse filtering to
avoid excluding relevant papers from cross-platform studies.

3.2.2 Manual Screening Procedure. During the manual annotation by the researchers, three
authors of this article independently reviewed the 454 papers to determine whether each should be
included in the review. For a paper to be included, it had to simultaneously meet three criteria:

Criteria 1. The article must address UGC as defined in [103]. The targeted social media content
should have an element of personal contribution, be shared publicly so that everyone
can access it, and not be primarily produced by professionals or for commercial purposes.
Therefore, chat content on apps like WhatsApp (not publicly shared), music and movie

Shttps://en.wikipedia.org/wiki/List_of social_platforms_with_at_least_100_million_active_users
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streaming on platforms like Spotify and Netflix (only professional production), and
room/ride-sharing information on apps like Airbnb or Uber (mostly for commercial
services) were not considered UGC.

Criteria 2. The article must discuss algorithms that curate or moderate UGC, and it must include
considerations of user and social dynamics, such as user interaction data, user profiles,
or community measurements. This criterion is satisfied if the article addresses algorithm
lifecycles (e.g., design, development, evaluation, and interfacing) or conducts empirical
analyses of algorithmic influence on users, communities, and society. A few papers
focused on algorithmic contributions (e.g., [42, 60]) were included because they con-
sider human factors, social relationships, or community structure in algorithm design.
However, papers solely focused on social media interface design, purely human activ-
ity, content editing algorithms, or attribute-detection algorithms without addressing
recommendation or moderation impacts were excluded.

Criteria 3. The article must address at least one ethical dimension as outlined in [100]. We evaluated
each paper for relevance to six key ethical concerns: appropriateness, privacy, interest
and engagement, transparency, fairness, and diversity. Final alignment with these ethical
dimensions was determined through author discussions.

During the manual annotation phase, we first applied Criteria 1 and 2 to filter the initial set of
454 papers. Three authors independently evaluated each paper, indicating whether each criterion
was satisfied. This process resulted in 141 papers retained for further review.

To meet Criteria 3 and identify papers pertinent to the research questions, the 141 papers
were divided into four batches (N = 30, 30, 50, 31). The development of themes with the first 30
papers followed Milano’s framework [100] for ethical dimensions, whereas user modeling themes
were derived through thematic analysis, as outlined in [131]. In the first round, three authors
independently reviewed 30 papers, leaving notes about their connections to ethical dimensions
and user modeling methods. Titles and notes were converted into digital cards (Miro.com) and
we grouped the cards using an affinity diagram. This round produced initial themes, definitions,
and example papers. For ethical considerations, papers were grouped according to the original
dimensions in [100], and each dimension was compared and contrasted between general RecSys
[100] and the UGC context. The the second set of 30 papers was used to validate and refine the
themes. In cases of disagreement, the authors re-examined the article and discussed it to reach
a consensus, either by clarifying the sections where the ethical concern was mentioned in the
article or by revising the definition of the ethical subthemes. If a paper relates to multiple ethical
considerations in different sections, we categorize it under all relevant ethical considerations. In the
final round, the authors independently labeled the 31 papers using the ethical consideration and
user modeling subthemes. Because each paper could be assigned multiple labels, Krippendorff’s
alpha was used to assess inter-rater reliability. The results, presented in Table 3, indicate that
most themes achieved tentative to substantial levels of agreement. Most subthemes were
well-aligned, except “Interest Modeling and User Reflection,” which had lower agreement due
to inconsistent interpretation. All discrepancies were discussed and resolved to finalize the
annotations.

For RQ1, we assess how the subthemes require updated definitions from [100], given that the
unique dynamics and ethical considerations of UGC necessitate a re-examination of the original
framework. Table 1 compares how the dimensions proposed by Milano were adopted or modified.
For RQ2, we identified six subthemes that describe how HCI research involves users in the design
or evaluation of algorithms (Table 2). Papers that did not align with any dimension were excluded
based on Criterion 3, resulting in the removal of 44 papers. Ultimately, 97 papers remained in the
final review pool.
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Table 3. The Inter-rater Agreement Score for all Subthemes Was Calculated Using Krippendorff’s Alpha

Adversarial Privacy Interest Modeling | Transparency | Socio-Algorithmic | Diversification
Content Configuration | and User Reflection | Structure Fairness
Dynamics
0.816 1 0.524 0.743 0.762 0.850
User and Contextual Creators’ and Creator Recommendation | Community and
Content Char- | Impact on Consumers’ Folk Algorithm and | Visualization and | Societal Impact
acterization Consumers Thoery Policy Outsmart | Control
0.741 0.658 0.868 1 0.657 0.752
Yearly Distribution of Papers Top Social Media Mentions Ethical Concerns
30 30 50
£ = £ T 540
&2 'y 820 18 47 =3
B 12 14 %515 230
é ]: 5 PR S s & DJ U é 12 5 g 20
mimalln | | N | [T ey £ ﬂ
S > CHFITF TS 2
P N T M I L S & .ﬁ’c 40"&0 & F @Q@ & & & &

o

Appop riate  Privacy \leest& T nsparency Faimess  Diversity

Platforms

Fig. 2. Left: Yearly distribution of papers. Right: The number of ~ Fig. 3. Number of papers in each ethical

papers mentioning the top 10 social media names in their titles ~ concern subtheme.

or abstracts.

4 Results

Our analysis shows an increase in the number of papers that addresses UGCAlgo over the past
decade (Figure 2). Notably, there’s a growing focus on the ethical concerns within UGC platforms,
as well as strategies to enhance user agency in addressing those issues. CSCW (24), NMS (12), and
RecSys (11) are the top venues where these papers were published. One paper each from DIS, IJHCI,
and TOCHI was identified. Below, we first discuss the ethical concerns associated with UGCAlgos
that were raised from those papers. We then summarize the HCI perspectives on addressing these
ethical concerns through user modeling.

4.1

In this section, we present how the six challenges identified in Milano’s framework [100] manifest
in UGCAlgos from an HCI perspective (see Table 4 for an overview and Figure 3 for the number of
papers associated with each subtheme).

RQ1: Ethical Consideration of UGC Recommendation and Moderation Algorithms

4.1.1  Adversarial Content Dynamics. HCI research has examined inappropriate content primarily
in relation to specific problematic online behaviors or vulnerable user groups, thereby offering
insights into the dynamic nature of inappropriate content that conflicts with users’ ethical or
cultural values. Our analysis identified 24 papers that investigated three main types of content that
UGCAIlgos are tasked with moderating and mitigating.

Misinformation and manipulative practices. Understanding specific forms of misinformation and
manipulative practices on UGC platforms requires content characterization, analysis of manipula-
tive user behaviors, evaluation of user impacts, and investigation of moderation strategies. HCI
research has emphasized the nature of such content and the behaviors that facilitate its spread,
including bot-driven misinformation [24, 127], strategies for inflating popularity metrics such
as clickbait and pod activities [17, 85, 136], and methods for circumventing moderation efforts
[53, 139]. Additionally, through algorithm auditing and user simulation, studies have found that
query intent and personalization based on watch history significantly influence users’ exposure to
misinformation [66, 123, 128]. In response, some studies propose frameworks for explaining fake
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Table 4. An Overview of Ethical Considerations, Including their Subthemes and Example Papers

Ethical Consideration Subtheme Paper
Misinformation and
manipulative content

Hate speech and harassment

Adversarial

Content Dynamics

Health-harming content

]
il —_—_—_ = = — —
Nel
w
—

Privacy Configuration 119], [86], [46]
Improving how user 101], [84], [46], [140], [143], [119],
preferences are captured 114], [149], [64], [29], [2], [148], [9],
Interest Modehng and understood 142], [145], [134], [41], [11], [90], [89],
and User 52], [59], [27], [31], [5], [133]
Reflection Ensuring fair representation | [88], [4], [98], [109], [25], [12], [69], [31]
of diverse content and
interests.

Fostering user reflection and | [23], [125], [16], [46], [105], [62]
critical thinking

Transparency Explanatory transparency | [112], [30], [16], [86], [43], [44], [111],
Structure — [159], (3], [80]
Contestability transparency | [130], [129], [94], [86]
Control transparency [94], [46], [86], [16], [112], [3]
Representational fairness [73], [122], [39], [31], [116], [54], [15],
. . [33], [50], [19], [25], [22], [59]
ls:zi?r‘:::slg"“thmw Allocative fairness [13], [18], [391, [33], [94], [74], [43], [95]
Governance fairness [56], [129], [122], [35], [45], [82], [130],
[43], [95]
Interactional fairness [88], [111], [44], [19]
Algorithmic diversification |[12], [8], [66], [128], [88], [104], [42]
Diversification [75], [109]
Social diversity [25], [60], [142], [118], [12], [114], [51],
[59]
Interactive exploration [126], [28], [58], [50], [59], [12], [80]

news detection outcomes [30] or evaluating content credibility [70], while others examine how
misleading content prompts user disengagement from platforms [93].

Hate speech and harassment. This line of HCI research aims to understand how UGCAlgos
facilitate extremist social activities, inform moderation policy needs, and shape users’ perceptions
of moderation. Algorithms and UGC platforms have been found to facilitate the formation of online
spaces where radical or extremist groups can connect [35, 51, 81, 97, 106, 115]. HCI researchers
have emphasized the need for UGCAlgo policies that protect vulnerable groups such as youth [20]
and immigrants [45], and have examined users’ perceptions of abusive and discriminatory content
[124] as well as the outcomes of moderation efforts [56].

Health-harming content. A notable theme in harmful content investigated by HCI researchers
involves health-related topics, focusing on the nature of the content, the creator communities that
produce it, and the techniques used to evade moderation. Studies have investigated health-harming
content such as pro—eating disorder material [26], including how such content bypasses platform
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moderation [53]. HCI researchers have also explored communities centered around sensitive and
potentially harmful sexual discourse, such as misogynistic and incel groups [97, 106]. While this
content is highly sensitive, research has highlighted the challenges faced by social service providers
in moderating it to protect youth [20].

4.1.2  Privacy Configuration. HCI studies on privacy configuration evaluate users’ demands
for privacy settings and examine how interface design can provide greater privacy control. Four
papers in our review address users’ privacy needs. Privacy concerns have been identified as a key
reason why some users avoid certain UGC platforms [93]. HCI researchers have recommended
anonymizing user interaction data in the design of UGC recommendation interfaces [119], as well
as equipping users with tools to understand and control how their personal information is used in
generating recommendations [46, 86].

4.1.3  Interest Modeling and User Reflection. A central topic in HCI research on human-RecSys
interaction is understanding how user interests are captured from various sources and developing
techniques that encourage users to reflect on their own interests. Our review identified 38 papers
related to this subtheme, making it the most prevalent ethical consideration in our dataset.

Improving how user preferences are captured and understood. HCI studies have examined how
UGCAIlgo designs can better reflect users’ authentic selves and prioritize their values, rather than
simply maximizing engagement or encouraging addictive behaviors [46, 84, 101]. User engagement
must be balanced with goals such as diversity and novelty [140]. To support this, human-centered
techniques leverage implicit signals from natural interactions with UGC—such as clicks [119,
143] and browsing history [2, 29, 64, 114, 148, 149]—to model user preferences. Social network
information has also been used to enhance personalization and foster interaction [9, 11, 41, 90, 134,
142, 145].

Other approaches incorporate data from multiple platforms [52, 89] and geolocation [59]. Some
studies highlight the need for differentiated strategies across user groups [27, 31], and others stress
the importance of tailoring recommendations to specific content types (e.g., GIFs [5]). Beyond
preference modeling, research also shows that different forms of engagement can shape user
behaviors, such as purchase intentions [133].

Ensuring fair representation of diverse content and interests. The HCI community has examined
challenges such as filter bubbles and over-personalization. Both user preferences and UGCAlgos
contribute to the formation of various types of filter bubbles [88]. Techniques for generating
sufficiently diverse recommendations have been explored through algorithmic approaches [4, 25,
98, 109], as well as by leveraging users’ social connections [12, 69]. Ensuring fair representation is
particularly critical for UGC users from marginalized groups [31].

Fostering user reflection and critical thinking. Many HCI studies address this ethical concern
by designing interfaces that prompt users to reflect on the relevance of content and provide
explanations for why specific recommendations are made [16, 23, 46, 125]. To further support user
autonomy, researchers emphasize the importance of collecting both explicit and implicit feedback
on recommendations. Explicit feedback, often obtained through conscious actions such as likes,
comments, and views, can be complemented by implicit signals such as facial expressions [105] or
historical interactions with prior recommendations [62]. Collecting and integrating such implicit
feedback not only enhances users’ self-awareness of their UGC consumption but also enables
iterative improvements to the system’s responsiveness and transparency [23, 62, 105].

4.1.4 Transparency Structure. As highlighted in 14 research papers, HCI research has delineated
how to not only explain recommendation results but also establish governance structures, thereby
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enabling creators to contest decisions and allowing content consumers greater control over what
they consume.

Explanatory transparency. This aspect underscores the importance of UGCAlgos providing clear
explanations of how they operate, make decisions, and rank or censor content [16, 30, 43, 44, 86, 111,
112]. Transparency can be supported not only through explanation but also through the design of
intuitive, user-friendly interfaces that help users interpret algorithmic decisions. Content creators’
understanding of UGCAlgos significantly influences their behavior on these platforms [3, 139].
Enhancing explanatory transparency and raising content consumers’ awareness of algorithmic
processes—including inherent biases and filtering mechanisms—are critical for fostering trust and
promoting informed engagement [3, 80, 111].

Contestability transparency. HCI research has been advocating the need to make algorithms
contestable—providing creators more power to challenge or appeal decisions made by UGCAlgos,
such as content deletion or demonetization actions [129, 130]. Contestability in the criteria and
processes used for moderating certain UGC is essential to ensure that content creators feel they are
being treated fairly on the platform [86, 94].

Control transparency. The control of UGCAlgos must also ensure transparency about how users’
intended actions are interpreted and executed by the system [46, 94]. Such transparency helps both
creators and consumers understand the broader implications of UGCAlgos on their interactions with
content, including the economic, social, and trust-related consequences of algorithmic decisions on
the platform [46, 86, 94].

This aspect is also closely tied to the interactive exploration methods mentioned earlier, as
enabling users to view and adjust recommendation results through direct manipulation fosters
a deeper understanding of algorithmic processes [16, 112]. HCI researchers have also explored
methods for eliciting users’ needs and goals with algorithm outcomes, such as directly asking
content creators to specify their expected target audience [46] and evaluating consumers’ “algorithm
experience” to identify gaps in control and transparency [3].

4.1.5 Socio-Algorithmic Fairness. Our review identified 31 papers that explore socio-algorithmic
fairness. HCI research views fairness on UGC platforms as a socio-technical concern uniquely
shaped by the dual role of users as both content creators and consumers. Fairness issues are
especially salient for users with minority identities. It extends beyond recommendations to include
whether creative work is fairly reimbursed and whether governance decisions are equitable. While
some studies focus on traditional notions of fairness—such as selecting a balanced set of topics
from candidate UGC [80], addressing missing data [114], and developing metrics for evaluating
fairness [68]—others emphasize the iterative, social, and governance-related dimensions of fairness.

Representational fairness. Recommendation algorithms must carefully manage how content from
different groups is represented and moderated. UGCAlgos should avoid discrimination based on
identity attributes such as race, gender, disability, sexual orientation, and other social categories [15,
31, 39, 54, 73, 116, 122]. Beyond recommendations, moderation algorithms must ensure that creators
are not disadvantaged due to underrepresentation or disproportionately penalized compared to
other groups [54, 73]. Creators’ perceptions of how identity shapes algorithmic processes can
significantly influence their behavior on UGC platforms [33, 54, 73]. Moreover, recommendation
systems should aim to balance diverse political perspectives [19, 22, 25, 50] and amplify content
from individuals across different geographic regions [59].

Allocative fairness. Content creators demand allocative fairness, as they depend on UGCalgos
to maximize the reach and engagement in order to be rewarded for their creative labor. However,
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content from creators belonging to marginalized groups may be less likely to be recommended
compared to content from more popular or mainstream creators [13, 18, 33, 39].

While UGC platforms increasingly employ algorithmic content moderation to detect and penalize
policy violations—through measures such as shadow banning or demonetization—these actions
are often perceived as reinforcing stereotypes and limiting creators’ ability to generate income
[94]. HCI research has highlighted these negative experiences and fairness concerns regarding the
distribution of visibility, resources, and benefits across different creator groups [43, 74, 94]. These
UGCAlgos are frequently perceived as biased and accused of exacerbating inequities, particularly
for minority groups such as LGBTQ+ creators [39, 43, 74, 95].

Governance fairness. A critical area identified in the HCI literature involves the governance
policies of UGCAIlgos and the lack of transparency surrounding how these algorithms make deci-
sions. Algorithmic censorship is often perceived as a threat to free expression and as a mechanism
that suppresses diverse viewpoints [56, 122, 129]. Platform policies and algorithmic practices —
such as inconsistencies in moderation outcomes and the degree to which users can participate
in governance—can significantly shape creators’ perceptions of fairness [35, 45, 82]. HCI studies
underscore the importance of fair appeal processes [129, 130], consistency in algorithmic decisions
[43, 95], and mechanisms to prevent discrimination [56].

Interactional fairness. HCI research has also examined users’ expectations of fairness in how their
interactions are interpreted by UGCAlgos and in the extent to which they can control algorithmic
outputs. Interactive solutions have been proposed to help ensure that content consumers receive fair
and balanced recommendations [88]. Content creators, in particular, often report unmet expectations
or a lack of control when interacting with UGCAlgos [44, 111]. Content consumers similarly seek
clarity regarding who controls algorithmic decisions and whose values are embedded in those
processes [19]. These concerns underscore the need for more transparent explanations of algorithmic
behavior and greater user control over algorithmic recommendation [44, 111].

4.1.6  Diversification. HCI research examines diversification from the perspective of employing
diverse mechanisms to broaden what consumers see in posts. Twenty-one papers in our review
addressed this dimension.

Algorithmic diversification. Both content creators and consumers benefit from the deliberate
diversification of recommendations, tailored to various criteria and contexts [12]. Auditing studies
have shown that UGCAlgos can produce homogeneous misinformation content and contribute to
the formation of echo chambers [8, 66, 128]. To address this, recommendation evaluation criteria
should be developed to assess the extent to which UGCAlgos expose users to diverse perspectives
while mitigating polarization [42, 88, 104]. HCI research further underscores the importance of
adapting diversification criteria to specific content types [75] and employing heuristic methods to
optimize the selection of recommended items [109].

Social diversity. HCI research underscores the importance of leveraging social connections and
networks to diversify recommendations [25, 60]. This includes promoting cross-network collab-
oration to uncover user interests [142] and fostering new social ties on UGC platforms [12, 118].
However, users also tend to revisit content from the same creators, reinforcing existing preferences
[114]. UGCAIlgos should avoid relying solely on user upvotes, as this can amplify polarized con-
tent from non-diverse sources [51]. Furthermore, research cautions that online discourse is often
dominated by voices from more developed regions, limiting geographic diversity [59].

Interactive exploration. HCI research has explored recommendation interfaces that enable users
to interactively explore diverse information, moving beyond the traditional linear presentation of
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Table 5. An Overview of user Modeling Method and Example Papers

User Modeling Subtheme Paper

User and Content [75], [9], [145], [80], [88], [114], [127], [2], [98], [58], [62],
Characterization [17], [124], [24], [16], [59], [52], [26], [118], [115], [136],
[86], [15], [123], [148], [41], [28], [70], [27], [11], [5], [81],
[69], [66], [46], [4], [43], [53], [85]
[1

Contextual Impact on [130], [133],
Consumers
Creators’ and Consumers’ Folk

25], [12], [93], [111]

139], [94], [74], [13], [19], [73], [56], [30], [112], [44], [116],
]

[ [74], [13], [
Thoery [95], [93], [111], [82], [129], [122], [46], [31], [39], [33], [22]
Creator Algorithm and Policy | [139], [94], [13], [19], [73], [136], [116], [82], [122], [31],
Outsmart [391, [53], [33], [51]
Rec. Visualization and Control | [126], [58], [50], [104], [124], [23], [16], [59], [3], [44], [125],
[12], [86], [46]
Community and Societal [130], [94], [74], [20], [68], [73], [35], [59], [42], [116], [97],
Impact [54], [60], [122], [31], [45], [39], [18], [51]
50 User Modeling -
QM), 39 DInterest&Engagement Data CharactenzatwnD
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Fig. 4. Left: Number of papers in each user modeling method. Right: Association between ethical dimensions
and user modeling methods. Each flow represents the number of papers that simultaneously mention an
ethical issue and a user modeling method. The figure includes only associations mentioned by at least three
papers. The width of each strip is proportional to the number of papers.

recommended items [28, 126]. Some approaches visualize relationships among recommended items
based on criteria such as topical distance or opposing perspectives on sensitive issues [50, 58, 59].
Others facilitate the exchange of personal recommendation lists between users to expose alternative
preferences and interests [12]. Interactive interfaces also play a key role in empowering users to
identify and mitigate potential biases in UGCAlgos [80], while encouraging critical reflection on
the diversity of recommended content [12].

4.2 RQ2: User Modeling Methods

The ethical concerns surrounding UGC recommendation and moderation algorithms underscore
the importance of accurately modeling users. In this section, we summarize HCI research that
approaches user modeling from user-centered perspectives. Table 2 presents the six user modeling
subthemes and their definitions, and Table 5 lists the included papers. Figure 4-left, provides an
overview of the distribution, and Figure 4-right, illustrates the number of papers referencing each
combination of ethical concerns and user modeling methods. For this review, we focus on user
modeling approaches that are discussed in at least three papers within each ethical dimension.

4.2.1 User and Content Characterization. HCI research has employed user and content charac-
terization, involving the modeling of users through analysis of UGC or profile features, to provide
insights into how RecSys reflects consumers’ true demands. Thirty-nine papers have explored
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methods for user modeling by examining both explicit and implicit preferences, as well as behav-
iors associated with the creation and consumption of UGC. Several studies employ content-based
analysis of multi-modal UGC, including text, images, and videos to gain a deeper understanding of
user preferences [5, 9, 26, 98]. Other research focus on profiling and modeling users by analyzing
their behaviors, including content creation, commenting, preference settings, and interaction logs
[2,11, 69, 86]. Techniques such as topic modeling, collaborative filtering [9, 11, 41], and tensor-based
contextual modeling [52] have been proposed to build user profiles and capture implicit interests
through social contexts.

Eighteen papers employ data characterization methods to model users’ interest and engagement.
HCI research identifies three main categories of user behaviors for capturing user values. First,
behavioral signals such as clicks, likes, views, and comments are commonly used to infer user
interests [4, 5, 98, 114]. Second, modeling social and network-based interests helps reveal the values
of user groups and communities [16, 27, 145]. Third, profile-based and content-derived models—such
as bios [2], profile-content similarity [9], and past collaborative activities [41]—offer additional
insight into user interests.

Nine papers specifically address recommendation diversity by characterizing UGC and user
profiles. HCI research has examined diversification criteria based on UGC content [4, 59, 98] and
user demographics [88] to enhance recommendation diversity. These studies explore techniques to
filter redundant content, mitigate biases, balance representation [66, 80, 88], recommend diverse
social connections [118], and improve geographical, contextual, and real-time diversity [58, 59, 114].

Five papers focus on improving transparency in user modeling through explicitly quanifying
the biases in user modeling [43, 80, 86]. Additionally, various studies have proposed user interface
designs to present user modeling data and algorithmic explanations in more accessible and user-
friendly formats [16, 24, 46].

Thirteen papers investigate methods for characterizing UGC content and user behaviors to
improve content Adversarial Content Dynamics on UGC platforms. These studies analyze fake or
manipulative accounts [17, 127], misinformation [66, 70], and manipulative behaviors [85, 123, 136].
HCI research has also focused on characterizing harmful content [26, 81] and behaviors aimed at
circumventing moderation [53].

Six papers specifically address fairness ethics by characterizing biases in UGCAlogs, output repre-
sentativeness [43, 59, 80, 88], and audience targeting [15]. These studies emphasize the importance
of fairness-aware algorithms that ensure equitable treatment of diverse user groups and content.

4.2.2 Contextual Impact on Consumers. HCI researchers have investigated how user experiences
with UGC—such as intentions, emotions, and feelings—may vary across different contexts. Six
papers investigate the impact of algorithm-driven content on user experiences using human-
centered methods such as surveys, interviews, and design probes. These methods are used to
examine UGCAlgos’ influence on social connections with friends [111], their role in shaping trust
in platforms [130], and their impact on learning efficiency when interacting with UGC [125]. Among
studies using this modeling technique, three specifically investigate the social and emotional effects
of UGCAIlgos on user interest and engagement with content [12, 93, 133].

4.2.3 Creators’ and Consumers’ Folk Thoery. In HCI, as examined in 22 papers, researchers
have categorized how content creators and consumers develop different informal beliefs (i.e., folk
theories) about how UGCAIlgos function. HCI research investigates the formation of algorithmic
folk theories [13] and their influence on content consumers [77, 111] through both large-scale
computational methods and in-depth human subject research. These approaches further reveal
additional concerns include human-algorithm collaboration in moderation practices [94, 95, 129]
and both human and algorithm biases against marginalized creators [74].
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Eight papers explore users’ perceptions of algorithm transparency. Creators and consumers
often perceive UGCAlgos as “black boxes” that lack clear explanations, leading to uncertainty
and distrust regarding how algorithms influence their content or experiences [44, 46, 94, 111, 129].
To navigate the opacity of UGCAlgos, users often develop informal explanations, associating
algorithms with anecdotal behavior patterns and even attributing personalities to them [44, 139].
Studies suggest that users express a strong desire for greater transparency to enable more
effective interactions with these algorithms [44, 111, 129]. In response, research has proposed
various frameworks and mechanisms to improve users’ perceptions of algorithmic transparency
[30, 112].

Four papers discuss diverse users’ beliefs about content Adversarial Content Dynamics regarding
UGC recommendation and moderation. Users are found to form beliefs about content appropriate-
ness by evaluating whether the recommended UGC aligns with their personal values [93, 139] or
whether inappropriate content has been effectively moderated [30, 56].

Seventeen papers examine users’ beliefs regarding the fairness of UGCAlgos. In those studies,
most users perceive a lack of transparency in UGCAlgos, leading to outcomes they view as
unfair or unpredictable [44, 94, 95, 129]. HCI studies find that many users believe UGCAlgos
exhibit biases against certain groups, potentially suppressing creators with specific identities
[31, 39, 73, 74, 116, 122]. Concerns are also raised about unfair moderation policies [74, 95]
and a perceived lack of user control over UGCAlgos [19, 44, 116, 129]. Notably, providing clear
explanations to creators can significantly enhance the perceived acceptability of algorithmic
moderation [44, 56]. Additionally, users’ beliefs about algorithmic fairness can also be influenced
by their political ideologies and affiliations [19, 22].

4.2.4  Creator Algorithm and Policy Outsmart. There has been growing attention in HCI research
to examining how content creators actively counteract recommendation or moderation outcomes
in order to achieve their visibility and monetary goals. HCI research has revealed that creators
sometimes strategically interact with UGC content and platforms based on their understanding
of UGCAlgos, attempting to exert control over the algorithms despite the lack of explicit control
features provided by the platforms. The phenomenon of users attempting to “outsmart” algorithms
is explored in 14 papers, which highlight various tactics employed to bypass moderation [19, 51]
and to circumvent algorithmic gatekeeping [82, 139].

Four papers discuss user strategies to outsmart algorithms that could harm the Adversarial
Content Dynamics ethic. HCI research indicates that strategies designed to circumvent moderation
can enable inappropriate content to bypass standard filters, often by exploiting inflated popularity
metrics [51, 53, 136]. Furthermore, to avoid demonetization by algorithms, content creators often
tailor their content to align with community standards and steer clear of material likely to be
flagged as inappropriate [139].

Ten papers examine how users outsmart UGCAlgos in pursuit of fairness on platforms. UGC
creators often adapt their content strategically to align with or manipulate algorithmic preferences
[31, 94, 122]. Some creators disengage from certain platforms or communities as a response to
perceived algorithmic unfairness [116]. Others form supportive communities to share strategies
and ideas for coping with unfair algorithmic treatment [13, 33, 39, 73, 122].

4.2.5 Recommendation Visualization and Control. In our review, 14 papers propose new inter-
face designs for UGCAlgo systems, focusing on the use of visualization and control mechanisms
to provide consumers with novel recommendation experiences. Through user-centered design
and evaluation process, HCI research plays an important role in eliciting latent user needs and
requirements for UGCAlgos. A predominant focus is on visualization techniques for displaying
recommended items [50, 59, 125, 126] and mapping user relationships [58].
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Six papers have explored how interface design can enhance user interest and engagement. Visual-
ization techniques have been employed to enable users to better refine their preferences [59, 125].
Some UGCAlgos allow users to provide feedback or adjust preferences directly [16, 23]. Additionally,
interfaces can incorporate social interactions to facilitate the discovery of new interests [12]. For
creators, UGCAlgo interface design can improve their engagement by giving them greater control
over who sees their content [46].

Six papers explore interface designs for encouraging the exploration of diversity in recommen-
dations. Interfaces are employed to present diverse opinions, content from different geographical
locations [50, 59], and other users [12]. Interactive tools that incorporate visualization techniques
have been developed to present a wide array of content [58, 126].

Five papers have explored ways to improve UGCAlgo transparency through interface design. The
proposed interfaces aim to make recommendation algorithms more explicit and understandable
for UGC users [3, 16, 44]. For content creators, specific interfaces have been designed to support
understanding of content delivery processes [46] and moderation decisions [86].

Three papers have examined interface designs that address the fairness of UGCAlgos. These
HCI studies propose interfaces designed to present fairly selected content and balanced opinions
[44, 50, 59].

4.2.6  Community and Societal Impact. Our review includes 19 articles that focus on specific
communities and examine the broader community and societal impacts of UGCAlgos beyond the
individual level. These studies investigate how algorithmic processes can perpetuate and amplify
existing social inequities, leading to the marginalization of certain groups [73, 74, 94, 116].

Four papers explore diversity in the context of community and societal dynamics. These studies
specifically argue that UGCAlgos can overrepresent content from central locations [59], contribute
to the formation of echo chambers and filter bubbles on social media [42, 51, 60], and mobilize
like-minded individuals against marginalized groups [51].

Five papers examine the impact of UGCAIlgo’s delivery of inappropriate content on communities
and society. HCI research has investigated sexual risks, harassment, and abuse in recommended
UGC that threatens underprivileged youth [20] and women [97]. Studies have also highlighted hate
speech and discriminatory language targeting immigrants [45], as well as religious and political
minority groups [35, 51].

Fourteen papers explore community and social dynamics related to the fairness of UGCAlgos.
These studies examine how UGCAlgos can hinder creators with disabilities from achieving full
and effective participation in society [31, 116]. For creators in LGBTQ+ groups, HCI research has
investigated their perceptions of identity [73], challenges navigating unfair visibility [39, 122], and
experiences with demonetization [74]. Other groups experiencing algorithmic unfairness include
women [54], decentralized groups [35, 59], and immigrants [45].

5 Discussion

While much of the research on conventional RecSys has focused on addressing ethical challenges
during data collection, algorithm design, and deployment [37, 72, 99, 120], our review highlights
the unique ethical aspects of the UGC context explored in HCI research, emphasizing how human-
centered approaches can model users’ expectations of ethical algorithms. This section summarizes six
key themes through which ethical considerations are uniquely defined and studied in HCI research.

5.1 Mitigating Adversarial UGC Through Understanding Human Behavior

Milano’s framework [100] defines inappropriate content in RecSys as content that conflicts with
users’ values, highlighting the importance of filtering techniques. RecSys research also identifies key
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concerns such as misinformation and toxic language targeting specific groups [36, 137]. Although
other reviews have noted that users can manipulate RecSys [120], assigning accountability for
harmful content remains a significant challenge [37, 72].

Our review of HCI literature suggests that concerns about the appropriateness of UGC primarily
center on misleading content, hate speech and harassment, and health-harming material. However,
evaluating the role of UGCAlgos must account for three dynamic human factors. First, because
UGCAlgos are designed to maximize user attention and enable personalization, these features
can amplify the dissemination of inappropriate content [66]. Personalization capabilities may
connect like-minded and maliciously motivated creators with consumers, facilitating the formation
of funnels and communities that promote toxicity on UGC platforms [51, 81, 97, 106]. Second,
while accountability is a central topic in RecSys [37, 72], HCI studies emphasize the importance
of attending more closely to specific creator behaviors, such as the use of fake accounts [17],
engagement pods [136], and clickbait tactics [85]. New forms of adversarial content continually
emerge, requiring constant attention to and understanding of new online communities [26, 97, 106].
Third, efforts to bypass moderation are also dynamic, suggesting an ongoing attack-defense cycle
between creators and moderation systems [56]. Platforms should therefore avoid relying solely on
algorithmic moderation and instead integrate human moderators to strengthen these efforts [20].

To enhance content appropriateness, HCI research proposes several user modeling approaches.
User and Content Characterization is essential for identifying misinformation [66] and tactics
used to evade moderation [53]. This knowledge is critical for informing algorithmic design and
policy development. Analyzing Creators’ and Consumers’ Folk Thoery about recommendation and
moderation systems [93, 139] is key to balancing personal interests with potential harm. There is
also a need for an evolving understanding of Creator Algorithm and Policy Outsmart strategies,
as users continuously develop new methods to boost visibility or bypass moderation [97, 139].
Additionally, examining Community and Societal Impact responses to inappropriate content reveals
group-specific needs for algorithmic safeguards [20, 97].

Future work on mitigating inappropriate UGC should address the critical balance between fos-
tering user engagement and preventing the formation of toxic communities through UGCAlgos.
One open direction is to enhance the harm-reduction functions of UGCAlgos so that they promote
healthy engagement rather than toxicity or misinformation. Another challenge is that adversarial
content will continually emerge, requiring the design of adaptive moderation approaches that mean-
ingfully combine human and algorithmic efforts. At the same time, such moderation must ensure
Socio-Algorithmic Fairness. The design of moderation in UGCAlgos should safeguard vulnerable
users while avoiding the unintentional suppression of their legitimate expression.

5.2 Protecting User Privacy in Interface Design

Privacy in Milano’s framework refers to technical safeguards that prevent data leakage or privacy
violations. Prior research on RecSys ethics has emphasized that incorporating users’ behavioral and
personal data carries significant risks for privacy breaches [38, 120]. The RecSys ethics literature has
underscored the importance of regulating data misuse, overcollection, and unauthorized exposure
as key strategies for addressing these concerns [72].

Although the HCI literature in our review pool does not extensively examine privacy concerns, a
few system designs incorporate user-configurable settings that allow users to control how UGCAlgos
utilize personal information [46, 86, 119]. While our review shows that much of HCI research has
focused on enhancing user engagement and detecting inappropriate content, the implications of
these practices for user privacy remain underexplored and warrant further investigation.

A pressing need is to examine the balance between content creators’ desire for engagement and
their concerns about overexposure on UGC platforms. New human-centered mechanisms should
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be designed to address privacy control needs, enabling users to carefully manage the visibility of
their content. Another future direction, as suggested in prior work [46, 86], is to integrate privacy
considerations into the Transparency Structures, making the use of personal information more
transparent to both content creators and consumers.

5.3 Capturing True User Interest and Enhancing Healthy Engagement

Autonomy and Personal Identity is framed by Milano as maintaining user control and avoiding
addictive behaviors [100]. Prior research on RecSys systems has examined how recommendations,
beyond driving short-term engagement, can lead to unintended consequences such as addictive
behaviors [99, 120]. Therefore, preserving user autonomy is recognized as essential [38, 72].

HCI studies emphasize how UGCAlgo designs can better reflect users’ authentic selves and values,
rather than merely maximizing engagement or fostering addictive behaviors [46, 84, 101]. Human-
centered techniques leverage implicit signals from natural interactions with UGC, such as clicks
[119, 143] and browsing history [2, 29, 64, 114, 148, 149], to model user preferences. Social network
information has also been used to enhance personalization and interaction [9, 11, 41, 90, 134, 142,
145]. UGCAlgos, however, face the challenge of balancing user interests with Diversification. While
researchers strive to better capture preferences and boost engagement [46, 64, 101, 143, 149], overly
personalized systems risk creating “filter bubbles” that reinforce biased opinions and limit exposure
to diverse perspectives [42, 51, 88]. Consequently, HCI research stresses the need to capture users’
underlying values across posting, consumption, and friending behaviors [46, 84, 101] and to ensure
fair representation of diverse interests while mitigating filter bubble effects [25, 98].

User modeling methods for promoting healthy engagement with UGC include User and Content
Characterization techniques such as leveraging multimodal user data [4, 98], social network data
[27, 145], and profile data [2] to develop a comprehensive interpretation of user interests. HCI
research highlights that user context—including intentions, emotions, and content discovery—is
a critical factor in understanding what users truly value [12, 93]. In addition, Recommendation
Visualization and Control such as data visualizations has the potential to encourage users to more
effectively explore and configure their interests [58, 125], and to better align UGCAlgos with the
dynamic and evolving needs of users [23].

Moving forward, one open challenge for future HCI and RecSys research is to develop methods
for personalization with diversity, ensuring recommendations promote discovery and exposure to
new perspectives rather than reinforcing filter bubbles. This requires addressing the potential short-
term engagement loss when introducing diverse content. One approach is to design interfaces that
support reflection, enabling users to adjust their own consumption patterns [12]. Another direction
is to integrate human signals such as emotion, intent, and social dynamics into RecSys while
building the Transparency Structure to enhance user understanding of these factors. Addressing
these challenges requires advancing RecSys modeling in tandem with HCI innovations.

5.4 Providing Transparency Beyond Explaining Recommendation Algorithms

Milano’s framework highlights the issue of opacity in RecSys and the need to enhance transparency
by providing explanations [100]. Similarly, RecSys research often discusses transparency and
explainability in terms of the “black box” nature of recommendation logic, which can undermine
user trust and accountability [37, 38, 72, 99].

In HCI research, while explanatory transparency of UGCAlgos remains central, scholars have
called for broader transparency in the UGC ecosystem—including contestability and control
transparency—which is critical not only for content consumers but also for creators and plat-
form governance. Contestability transparency enables creators to challenge algorithmic decisions
through platform mechanisms and supports their pursuit of fair treatment [129, 130]. Control
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transparency allows users to understand how their actions influence algorithmic outputs [112]. This
finding suggests that HCI research calls for UGC platforms to establish structured transparency. A
holistic transparency framework can help prevent the development of inaccurate folk theories about
algorithmic behavior [44, 139] and is essential for promoting fairness and trust in visibility-related
matters [31, 43].

A human-centered user modeling approach to addressing UGCAlgo transparency involves
examining Creators’ and Consumers’ Folk Thoeries about these algorithms to bridge the gap between
user expectations and system operations [44, 139]. HCI studies have also proposed methods to
characterize potential biases in user and content [43, 80]. Within Recommendation Visualization and
Control, researchers have developed approaches to help both creators and users better understand
recommendation and moderation outcomes [16, 86].

Future research on transparency should move beyond explanation toward richer forms of con-
testability and control. An open question is how to design mechanisms that allow creators to
meaningfully contest or influence algorithmic decisions without overwhelming them or degrading
system performance. Another challenge is balancing trust and workload: while increased trans-
parency can empower users, excessive explanations or preference prompts may erode usability
and engagement. One potential direction is to integrate Creators’ and Consumers’ Folk Theories into
the design of transparency tools, enabling UGC platforms to build complementary transparency
structures that strengthen UGC RecSys.

5.5 Ensuring Fairness in Visibility, Moderation, and User Interaction

Fairness in Milano’s framework [100] emphasizes the avoidance of algorithmic bias in data ranking.
RecSys research on fairness has primarily focused on ensuring equitable treatment across users
and items [146]. For example, RecSys must provide users with equal access to relevant content
[37, 72] and balance the needs and rights of diverse stakeholders [37, 99]. Biased recommendations
can reinforce existing social biases and discrimination [120].

In our review, HCI researchers also emphasized the socio-technical aspects of fairness in
recommendations—specifically, ensuring that creators from diverse groups are fairly represented.
For example, allocative fairness, which is often compromised not only by recommendation al-
gorithms but also by moderation algorithms, significantly affects creators’ visibility and their
willingness to contribute creative labor [13, 18, 95]. Creators have called for fair governance that
includes protections for free expression, avoidance of excessive censorship [56, 95], consistency in
moderation practices [35], and a fair appeals process [129, 130]. HCI research has also highlighted
that when user interactions are not accurately reflected in algorithmic outputs, it undermines users’
perceptions of fairness in UGCAlgos [44, 111].

User modeling methods for addressing fairness focus on understand the beliefs of diverse user
groups. HCI studies show that Creators’ and Consumers’ Folk Thoery such as predictability [44],
policy transparency and explanation [44, 56, 74, 95], and political stance [19, 22] shape users’
perceptions of fairness in UGCAlgos. HCI research also shows that fairness impacts identity
formation and monetization on UGC platforms [73, 74]. Creator Algorithm and Policy Outsmart
activities illustrate how fairness influences creative labor [31, 95] and encourage creators to share
tactics in pursuit of fair treatment [33, 122]. To support fairness, designers require User and Content
Characterization methods to evaluate the severity of biases in UGCAlgos [59, 80].

Fairness in UGC platforms requires bridging RecSys advances with HCI’s focus on social-algo-
rithmic fairness. An important open direction is reconciling allocative fairness while minimizing
risks of amplifying Adversarial Content Dynamics. Another challenge is designing governance
mechanisms—including moderation practices, appeals processes, and transparency tools—that
balance stakeholder rights yet remain scalable within algorithmic systems. Future work should
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pursue adaptive fairness frameworks that integrate RecSys methods for bias detection with HCI
insights on Transparency Structure and Diversification. Transparency in allocation and moderation
is an integral part of platform governance, while diversification can broaden the promotion of
creators’ content by UGCAlgos.

5.6 Incorporating Diversity Evaluation Metrics and Social-Based and Interactive
Diversification

Milano’s framework highlights that RecSys have transformative social effects because they can
reinforce existing biases and contribute to the formation of filter bubbles, thereby underscoring
the need to enhance the diversity of recommendations [100]. Methodologically, algorithm-centric
RecSys research has primarily focused on reducing intra-list similarity and promoting serendipity
[146]. Other studies addressing this ethical dimension emphasize how RecSys algorithms can expose
users to novel and diverse content to avoid over-optimization and excessive personalization [38, 120].

In contrast, HCI researchers have not only proposed improving algorithms to enhance content
diversity but have also raised questions about how to incorporate various social and interactive
methods to support the exploration of diverse content. Algorithmic diversification focuses on
auditing the diversity levels of UGCAlgos [8, 66] and developing diversity evaluation metrics
[80, 104, 109]. HCI researchers have also noted that social factors, such as upvoting mechanisms
[51] and users’ geolocation [58], can influence the diversity of UGCAlgos and help reduce filter
bubbles [42, 51, 88]. In designs supporting interactive exploration, HCI studies find that users
can enhance their engagement with diverse content by reflecting on the relationships between
recommended items [50] or by interacting with recommendations from different individuals [12].

Human-centered methods include User and Content Characterization approaches that develop
criteria for content diversity [4, 59] and measure the biases, social, and contextual factors that
hinder diversity [59, 80, 118]. From an interaction perspective, HCI researchers have noted that
Recommendation Visualization and Control can be designed to present diverse opinions, with an
emphasis on promoting reflection on content diversity [16, 148] and encouraging discovery [12, 126].
Additionally, in studies examining this dimension within Community and Societal Impact, HCI
research highlights that a lack of diversity in UGCAlgos can contribute to the formation of echo
chambers and the mobilization of radical groups [42, 51].

For future research, a central open question is how to balance algorithmic diversification with user
agency. Researchers should examine how UGCAlgos can either passively inject diverse content or
actively invite users to explore it through interactive interfaces. Another challenge is understanding
the Contextual Impact on Users. Diversification should not be based solely on statistical variety but
also on social value, cultural representation, and community needs. Such approaches could also
potentially help mitigate filter bubbles and polarization.

6 Conclusion and Future Work

Our descriptive review provides key insights into the ethical challenges associated with UGCAlgos
and highlights human-centered perspectives for addressing these challenges. These concerns are
more deeply intertwined in UGCAlgos due to the dual role of users as both content creators and
consumers. This duality amplifies the complexity of ethical challenges, as the algorithms must si-
multaneously navigate the responsibilities of promoting fair content moderation and dissemination,
ensuring equitable visibility, and safeguarding user experiences in content consumption.

Future research should explore ways to enhance user experiences, guide algorithmic development,
and craft effective policies that align with user beliefs and needs. While this review illuminates the
ethical dimensions of UGCAlgos, it primarily focuses on UGC platforms, leaving opportunities for
broader exploration in diverse social media contexts such as Wikipedia, MOOCs, sharing economy
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platforms, and job-sharing sites. Furthermore, the review does not comprehensively cover all
articles in machine learning and Al potentially overlooking contributions related to human factors
and user experience. As Al continues to play an expanding role in social media, future studies could
apply our framework across various contexts and disciplines, further enriching our understanding
of UGCAIlgos and their societal implications.
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